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This invention was made with Government support under Contract 



DE-AC0676RLO1830 awarded by the U.S. Department of Energy. The Government has 



10 and, more particularly, to an RFID system that renders RFID tags, and associated objects, 



Remote communication utilizing wireless equipment typically relies on radio 
frequency (RF) technology. One application of RF technology is in locating, identifying, 

15 and tracking objects, such as animals, inventory, and vehicles. RF identification (RFID) 
systems have been developed that facilitate monitoring of remote objects. 

As shown in Figure 1, a basic RFID system 10 includes two components: an 
interrogator or reader 12, and a transponder (commonly called an RF tag) 14. The 
interrogator 12 and RF tag 14 include respective antennas 16, 18, In operation, the 

20 interrogator 12 transmits through its antenna 16 a radio frequency interrogation signal 20 to 
the antenna 18 of the RF tag 14. In response to receiving the interrogation signal 20, the 
RF tag 14 produces a modulated response signal 22 that is transmitted back to the 
interrogator 12 through the tag antenna 18 by a process known as continuous wave 
backscatter. 

25 The substantial advantage of RFID systems is the non-contact, non-line-of-sight 

capability of the technology. The interrogator 12 emits the interrogation signal 20 with a 




TECHNICAL FIELD 



The present invention pertains to radio frequency identification (RFID) devices, 



inoperable. 
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BRIEF SUMMARY OF THE INVENTION 



The disclosed embodiments of the invention are directed to a method and system 
for controlling objects, such as RFID tags, and associated operable objects. 

In one embodiment of the invention, an RFID device is provided that includes a 
receiver circuit configured to receive an interrogation signal and to return a radio frequency 
signal in response thereto. The receiver circuit is further configured to receive a disable 
signal and to process the disable signal to render the device permanently inoperable. 

In another embodiment, a radio frequency identification and control device for 
tracking and controlling an operable object is provided. The device is configured to 
respond to interrogation and control signals from a remote radio frequency identification 
interrogator. In this embodiment of the invention, a receiver circuit is provided integral 
with the object and configured to generate return radio frequency signals in response to the 
interrogation signals and it is adapted to be coupled to the object to render the object 
inoperable in response to a disable signal. 

In accordance with another aspect of the foregoing embodiment, the receiver circuit 
utilizes the operable object as at least a portion of or the entire receiving antenna. 

In accordance with another aspect of the foregoing embodiment, the receiver circuit 
is configured to enable operation of the object in response to an enable signal. 

In accordance with another embodiment of the invention, a method for controlling 
an RFID device is provided. The method includes transmitting a disable__signal. to the 
device and receiving and processing the disable signal to render the device irreversibly 
non-responsive. The device can be coupled to an operable object, such as a weapon, and 
configured to render the object or weapon operable in response to an enable signal or 
permanently inoperable in response to a disable signal. 



The following detailed description of the embodiments of the invention will be 
more readily understood when taken in conjimction with the following drawings, wherein: 
Figure 1 is a diagram of an RFID system known in the art; 



BRIEF DESCRIPTION OF THE DRAWINGS 





range from one inch to one hundred feet or more, depending upon its power output and the 
radio frequency used. Tags can be read through a variety of substances such as odor, fog, 
ice, paint, dirt, and other visually and environmentally challenging conditions where bar 
codes or other optically-read technologies would be useless. RF tags can also be read at 
5 high speeds, in most cases responding in less than one hundred milliseconds. 

RF tags are divided into three main categories: Beam-powered passive tags, 
battery-powered semi-passive tags, and active tags. Each operates in different ways. 

The beam-powered RFID tag is often referred to as a passive device because it 
derives the energy needed for its operation from the interrogation signal beamed at it. The 
10 tag rectifies the field and changes the reflective characteristics of the tag itself, creating a 
change in reflectivity that is seen at the interrogator. The battery-powered semi-passive 
RFID tag operates in a similar fashion, modulating its RF cross-section in order to reflect a 
delta to the interrogator to develop a communication link. Here, the battery is the source of 
the tag's operational power for optional circuitry. Finally, in the active RF tag, a 
1 5 transmitter is used to create its own radio frequency energy powered by the battery. 

The range of communication for such tags varies according to the transmission 
power of the interrogator 12 and the RF tag 14. Battery-powered tags operating at 2,450 
MHz have traditionally been limited to less than ten nietersjnj;^ However, devices 
with sufficient power can reach up to 200 meters in range, depending on the frequency and 



20 environmental characteristics. 

Security systems have been designed that use RFID devices in providing restricted 
access to authorized personnel only, i.e., those personnel or employees authorized to carry 
a tag. However, a drawback to such systems is that tags may be lost or stolen and later 
used by unauthorized individuals, thus compromising the security. In addition, employees 
25 who are no longer authorized to have access or who have been terminated may continue to 
use the tag or they may tamper with the tag to obtain information stored therein. 
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Figures 2A and 2B are RFID systems utilizing RFID devices in accordance with the 
present invention; and 

Figure 3 is a remote frequency identification and control system formed in 
accordance with another embodiment of the present invention. 

5 DETAILED DESCRIPTION OF THE INVENTION 

Referring initially to Figure 2A, shown therein is an RFID system 24 comprising an 
interrogator 26 having an antenna circuit 28 configured to transmit and receive radio 
frequency signals to and from an RFID device 30 having an antenna 32. The interrogator 
26 includes a transmitter circuit 34 coupled to the antenna 28. The transmitter 34 is 

10 configured to transmit interrogation signals 35 to the RFID device 30. In addition, the 
transmitter 34 is configured to generate control signals 37 that include a disable signal for 
reception by the RFID device 30. 

A receiver circuit 36 is coupled to the antenna 32 in the RFID device 30. The 
antenna 32 may be configured to receive both the interrogation and control signals, or 

15 multiple antennas may be used. The receiver circuit 36 is configured in a conventional 
manner to enable the RFID device 30 to return a radio frequency signal (not shown) in 
response to the interrogation signals 35 from the interrogator 26. In this embodiment, the 
RFID device 30 is a passive RFID tag that utilizes modulated backscatter reflection of the 
interrogation signals 35 to respond to the interrogator 26. 

20 The receiver circuit 36 has associated with it a control circuit 33 that is configured 

to respond to the control signals 37 from the interrogator 26, which include a disable 
signal. The disable signal is received and processed by the control circuit 33 to render the 
RFID device 30 permanently inoperable. In this embodiment, the control signal is a 
modulated signal transmitted at the same frequency as the interrogation signal. 

25 Various methods may be used for disabling the device 30. In the disclosed 

embodiment, the receiving circuit 36 includes a memory 38, and the control circuit 33 is 
configured to alter or erase the memory 38 to render the device 30 irreversibly non- 
responsive. Alternatively, as shown in Figure 2B, the receiver circuit 36 can be configured 
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to fuse a fusible link 39 in response to the disable signal, such as to ground the antenna 32 
or alter its operating characteristics. The receiver circuit 36 may be configured to break an 
electrical conducting link inside the RFID device 30 (not shown) in a manner that is known 
in the art and will not be discussed in detail herein. 
5 In another embodiment of the invention, the receiver circuit 36 can be configured to 

render the antenna 32 or associated antenna circuit inoperable, such as by modifying the 
operating characteristics. In a passive RFID device, the backscatter or modulation 
characteristics of the antenna circuit can be permanently modified so that the device 30 
does not respond to further interrogation and control signals. 
10 Referring next to Figure 3, shown therein is a radio frequency identification and 

3 control device 40 for use in tracking and controlling an operable object in response to 

g interrogation signals 52 and control signals 50 from a remote RFID interrogator, such as 

^ the interrogator 26 described above with respect to the embodiment of Figure 2A, For 

5 illustrative purposes, the object in this embodiment is designated as a weapon 42 having a 

n 1 5 controller 44 for enabling and disabling operation of the weapon 42. 

L The RFID device 40 in this embodiment includes an output circuit 45 as part of the 

P receiver circuit 46 that is coupled to an antenna 48 formed inside the weapon 42. The 

^, output circuit 45 is coupled to the controller 44, which is configured to control operation of 

the weapon 42. Upon receipt of a control signal 50, the receiver circuit 46 causes the 
20 output circuit 45 to output an enable/disable signal to the controller 44. In one 
embodiment, the control signal 50 comprises a disable signal that is received and processed 
by the receiver circuit 46 and the output circuit 45 to cause the controller 44 to disable 
operation of the weapon 42. In another embodiment, the receiver circuit 46 and output 
circuit 45 are configured to receive a control signal 50 that causes the controller 44 to 
25 enable operation of the weapon 42. Ideally, a control signal line 54 couples the output 
circuit 45 to the controller 44. 

In operation, the receiver circuit 46 is configured to return a modulated radio 
frequency signal in response to an interrogation signal that, in one embodiment, identifies 
the weapon 42 and provides information about the location of the weapon. In response to a 
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control signal 50 that comprises an enable signal, the receiver circuit 46 and output circuit 
45 cause the controller 44 to enable operation of the weapon 42. Similarly, in response to a 
control signal 50 that comprises a disable signal, the weapon 42 is temporarily or, 
preferably, permanently disabled. 

The controller 44 in this embodiment is configured to receive the signal from the 
control signal Une 54 and effectuate the enable/disable command through conventional 
circuitry. This can include, but is not limited to, known switched, fuses, and devices that 
perform similar functions in response to a control signal. 

Although preferred embodiments of the invention have been illustrated and 
described, it is to be understood that various changes may be made therein. For example, 
the RFID tag, while disclosed as a passive device (without an independent source of power 
such as a battery), may be configured as a semi-passive device having a battery to operate 
optional accessory circuits. In addition, the disclosed embodiments of the invention can be 
combined with an active RPID tag device, if desired. 

Optionally, the disclosed embodiments of the present invention may be combined 
with applicant's prior invention disclosed in U.S. Application No. 09/589,001 filed on June 
6, 2000, entitled "Remote Communication System and Method," which is incorporated 
herein in its entirely. The combination of the present invention with a dual frequency RF 
tag increases the available power at the tag, and, hence, the range of operation. 

More particularly, an interrogator transmits an energy signal at a first frequency that 
supplies power to the RFID device through a power circuit in the RFID device. The 
interrogator transmits interrogation signals and control signals at a second frequency, or at 
a second and a third frequency, respectively, which are processed by the RFID device as 
described herein above. 



CLOSURE 

From the foregoing it will be appreciated that, although specific embodiments of 
the invention have been described herein for purposes of illustration, various modifications 
may be made without deviating from the spirit and scope of the invention. Accordingly, 
5 the invention is not limited except as by the appended claims. 
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